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Privacy defined
• Privacy - the right to be let alone (Warren & Brandeis, 1890)

•  Decisional Privacy - pertains to personal and family decisions 
about life, death, and reproduction that protect citizens from state 
intrusions
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Privacy defined
•  Informational Privacy - "the claim of individuals, groups, or 

institutions to determine for themselves when, how, and to what 
extent information about themselves is communicated to 
others" (Alan Westin, 1967) 
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Privacy Regulation
• RA 10173: Data Privacy Act of 2012

• patterned after EU’s Data Protection Directive 95/46/EC

• Implementing Rules and Regulations of RA 10173

• policy:  protect right to privacy and support free flow of 
information  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Res Reg, comparative

• EU: “The processing of personal data for archiving purposes in the 
public interest, scientific or historical research purposes or 
statistical purposes should be subject to appropriate safeguards 
for the rights and freedoms of the data subject pursuant to this 
Regulation.” (sec 156, General Data Protection Regulation 
2016/679 - 27 April 2016)

• “Where personal data are processed for scientific research 
purposes, this Regulation should also apply to that 
processing” (sec 159)
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Definitions
• Personal information - any information from which the identity of 

an individual is apparent or can be reasonably and directly 
ascertained by the entity holding the information, or when put 
together with other information would directly and certainly 
identify an individual
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Definitions
• Sensitive personal information - 

• (1) about an individual’s race, ethnic origin, marital status, age, 
color, and religious, philosophical or political affiliations; 

• (2) About an individual’s health, education, genetic or sexual life 
of a person, or to any proceeding for any offense committed or 
alleged to have been committed by such person, the disposal of 
such proceedings, or the sentence of any court in such 
proceedings; 
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Definitions
• Sensitive personal information - 

• (3) Issued by government agencies peculiar to an individual 
which includes, but not limited to, social security numbers, 
previous or cur- rent health records, licenses or its denials, 
suspension or revocation, and tax returns; and

• (4) Specifically established by an executive order or an act of 
Congress to be kept classified. 
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Definitions
• Personal information controller - person or organization who 

controls the collection, holding, processing or use of personal 
information, including a person or organization who instructs 
another person or organization to collect, hold, process, use, 
transfer or disclose personal information on his or her behalf
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Definitions
• Personal information processor - any natural or juridical person to 

whom a personal information controller may outsource the 
processing of personal data pertaining to a data subject

• Processing - any operation performed upon personal information 
including, but not limited to, the collection, recording, organization, 
storage, updating or modification, retrieval, consultation, use, 
consolidation, blocking, erasure or destruction of data.
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Definitions
• Data subject - “an individual whose personal information is 

processed”

• Consent of the data subject - “any freely given, specific, informed 
indication of will, whereby the data subject agrees to the collection 
and processing of personal information about and/or relating to 
him or her.”
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Consent
• informed of 

• purpose, nature and extent of processing, including intention to 
process personal data for scientific, statistical or research 
purpose  

• period that consent is deemed effective or instructions on how 
consent can be withdrawn  

• rights as data subject  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Consent

• evidenced by written, electronic or recorded means  

• may also be given on behalf of the data subject by a lawful 
representative or an agent specifically authorized by the data 
subject to do so  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Privacy Principles
• 1. Transparency: Be informed of whether personal information is 

being processed; of purpose, scope & method of info processing; to 
whom personal information might be disclosed; data retention limit

• - in regard to policies and practices relating to the management of 
personal information in the research project
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Privacy Principles
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Privacy Principles
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Privacy Principles
•  2. Legitimate Purpose - clear purpose for which personal 

information is collected at or before the time the information is 
collected
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Privacy Principles
• 3. Consent - “freely given, specific, informed indication of will, 

whereby the data subject agrees to the collection and processing of 
personal information” (Sec 3b)

• Consent - from data or research subjects for the collection, use, or 
disclosure of personal information
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Privacy Principles

• Consent - may be necessary but not sufficient to protect their 
rights
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Privacy Principles
• 4. Proportionality: Personal information must be “adequate and not 

excessive in relation to the purposes for which they are collected 
and processed” (Sec 11d)
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Privacy Principles
• 5. Accountability - designation of specific individual or individuals 

who are accountable for the organization's privacy compliance
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Privacy Principles
• 6. Access - be informed of the existence, use, and disclosure of 

personal information; be given access to that information; to amend 
info as appropriate (Sec 11c, 16b,8)
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Privacy Principles
• 7. Limited Use, Disclosure and Retention - no use or disclosure for 

purposes other than those for which it was collected, except with 
the consent or by law. Info retention only as long as necessary.
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Privacy Principles
• 8. Accuracy, completeness, up-to-date for the purposes for which it 

is to be used
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Privacy Principles
• 9. Safeguards - security safeguards appropriate to the sensitivity of 

the information
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Privacy Principles
• 10. Challenge and Compliance - making clear to research or data 

subjects the processes for privacy challenge, incident reporting, and 
compliance
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